F245 (BEX=2UT A : F) xvrv—2snrvxr”

avEa—FR% (B2 4358

ZXx, B2 2LE 2 3FINM (B) OtX=Y T 4 DFELoTR. T
HII%D F) OkFx =T 1 DFEE,

BREMNOE L 2HETH LA~ V2 EXITN Y X 7 ORI BREFH
TE 5%, R~ iC Tkalilinux] %265 D7,

Mkalilinux] 2Ny ¥ 7 F359—ZRIT, X—2 0S ® Windows % K&
ELDTBEWAREEZD, ZH5THIE, 180/ — XY arTEITHAYF
VT DRFENTE HF, E 612 Tkali linux] KEINYF U TEHDEDEL D
> — U (aircrack-ng, burpsuit, hyda., john, nmap. sqlmap, wireshark 72
L) BEETA A= ENTNS,

BB 2L, NyFUTOEFA ¥ —Fy N EOEETHH—1%
RRIZTHZ LIFTERVDE, ZhFFo Tk,

ENT, EREIIENZ 52T 5 ECHEFICEERALE, RERES 2 HN
X, lkali-linux-2022.1-vmware-amd64.7z] Z# V> ua— KL, [7z2107-x64]
THRERL, BYR7ANVFIREL, REEEZEELT A~ 2B &
WOREZEZ Y w7 3BHETT, UTOX S RERBRRINEZLD L HITR
5L, DFED, HE L [kali-linux-2022.1- - | BEFMAE~ D7,




XVRVFATHESTENLE 1 25ETIE- TH W= VMware D
RARERIE C [kalilinux] #&EB L CAhz, MEICEBTX22, A
KEBPMEZDLDITTDDOBRRELE T, HRBRRY FEBEITLT
TEHh,

Tb, [kali linux] o CThyvazxzh! ZhERTHWAEITTHY
A Iy H—ZRNE D BRIBT DD,

— e (kalilinux] > THy T2 2 X722,
7272, Tkali linux] 1%, Debian (Ubuntu) 2® Linux 7255,
Ubuntu ® =< FOEWFIZHIITOIVIERIENSHZ X,

ST, Ry MT—=INnoF U TiE, Ry hT—7 EDOP—~0D
BEIZ, RUA SNy I—DREL, fAISEDY —NEWET D
Db, LRFIIZRBRVON, &) KRBEHTDLET,
RBEADBH>TZE, KETLENPHAMICR D, BT
EUTDL ST,

Q¥ —RON— FMEREZTEF L, y—elErar hr—175,
QY —N"NOBEDERET 2 BET 5,

DL —FBEEEDH — N T 7 ERATERNE HITT B,
REV, BRICK > TRERRR-TL 5D,

RBEFEE . RBEADEZHE-TICHECIAyXF I DL
BILNT T o I Ny —IToTLE 5 biTd,
FAFTHEE LR bR,
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NyX T OEBETHHITII. ThiRY 0FERE
BUEE, ZhZUTIRLTEL, fiicbEo &
I N RV TTEIRBEOY — "R E S LTHNE
7, Zhiz, BT HROMHEEKELMLEE, TOWKE
KBEAOEBERY —NVEFE X7 Tkali Linux] IZL7%,

[Ry bT—2 « N XU TEFDOEHDFEHRE]

(0S) CentOS7
B3 % 3 — Al
B — EBRE
I1P:192.168.0.11
RAA V% : hactjp

(0S) kali Linux

TS Ml
IP : 192.168.0.29

NIC NIC

eth0 enp2s0

192.168.0.0/24 ® LAN
g—H Xy

FENZ, ZOREDEBFRELBE TE 2N
BAEIZIZ. R NT—7 XU T O%EY
(XEB D, A4 T bEES TEDZ,
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LAY NT—I N XU TETDHHITIZ. Xy NT—ZIZET
e D ERRMBPLE, 5T, Xy bU—7 kD PC O EHER
3 3 lifconfigipconfig : windows D&, ping. traceroute(tracert :
windows D#A). nslookup| 72 EIRXERN R~ RR2DT, o
THILERH D K,

T, BT F—Fy M —"PBRy hT—7 BICFETLIMHET D
ping =Y FNH7 A ML THSH, AKX, Tkali linux], #—
7 Mk CentOS7 H—/372, [kalilinux] fl2>5 ping #3%-> TH &K
59, pingiZix, lta < 4 - .k -1 -n r —-s —t —v
Wl RELWIERDA T a v idh B0 BB U TEWSITT
<58V D CentOS 7 ITIX ping % iFAHTF VWK o740 H Y
VIRETDHI LB TE DAL, UTOHEEIIZTMITONIREOHE
72,

2710 BRIE BE TR AT

1 3 192.168.0.11
PING 192.168.0.11 (192.168.0.11) 56(84) bytes of data.
64 bytes from 192.168.0.11: icmp_seq=1 ttl=64 time=0.641 ms
64 bytes from 192.168.0.11: icmp_seq=2 ttl=64 time=0.386 ms
64 bytes from 192.168.0.11: icmp_seq=3 ttl=64 time=0.504 ms

— 192.168.0.11 ping statistics —
3 packets transmitted, 3 received, 0% packet loss, time 2033ms
rtt min/avg/max/mdev = 0.386/0.510/0.641/0.104 ms

CentOS7 V—N"\NBEFEET DI L PERTCETZR, 73
v l¢ 3] 1%, SERBELTHSL, EWVWH T L,
wix, CARRa<= FIE)
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HaDOXy NU—Z85 (NIC OR#E) babied T
X722 5720 056, ifconfig B> TH KD,
LITF2, £0ORTET,

/home/kali

ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.0.29 netmask 255.255.255.0 broadcast 192.168.0.255
inet6 fe80::20c:29ff:fe7f:57d prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:7f:05:7d txqueuelen 1000 (4 —H R v | )
RX packets 12254 bytes 784549 (766.1 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 2117 bytes 180158 (175.9 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @x1@0<host>
loop txqueuelen 1000 (O—=AJJIL-=TNNv o)
RX packets @ bytes @ (0.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

ifconfig #ff 5 & NIC IZBI VRO NT=T "1 X4 (eth0) b
bPrDATE, RSN LDRD T EBH DD,

TNRA 2% (o) i, v—ANTIY TRy NT—T b,
FYR, Wido

&iX. DNS ¥ — DFEE% RS 5 nslookup 72,
EF& LB ERHINLI,
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/home/kali

s 192.168.0.11 — I

11.0.168.192.in-addr.arpa name = ns.hact.jp.

> ww.hact.jp &—mm
Server: 192.168.0.11 GRS

Address: 192.168.0.11#53

www . hact.jp canonical name = ns.hact.jp.

Name: ns.hact.jp
Address: 192.168.0.11

W5 & TRAA 4 (hact.jp) ZH o7~ EThost 2~
VEFEES L, DNS H—ROEB &Y —vF—F—
A7 7 ANVDERBNEEZRDZ LB TED L,

INEEIEIDIT, NyFUTOMBEFXXEY
BEOMAMEIC XD X, Ny F T DT —NVEFED,
FENFEEATEZ LI TERN, BeDNyI—
RoiIE, MoTWBHZ L7, BEIL, £0Y—NVEH%
o THLD NNy I — BB OLRWERFEL RO
BT, Ny —Bx ABRFEo TV BMANEIC X -
TESPREDDE,

/home/kali
hact.jp
Trying "hact.jp"
—»HEADER<— opcode: QUERY, status: NOERROR, id: 68552
flags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

“s
"

;3 QUESTION SECTION:
;hact.jp.

;3 ANSWER SECTION:

hact.jp. 86400 IN ns.hact.jp. root.hact.jp. 202
2051602 3600 1800 604800 86400

hact.jp. 86400 IN ns.hact.jp.

;+ ADDITIONAL SECTION:
ns.hact.jp. 86400 IN A 192.168.0.11

Received 99 bytes from 192.168.0.11#53 in 11 ms
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R BIEE . BEHNZ DNS — Ry — v F
—HR—RT A NVER, INERTED L
512 D 2vhe, RRiXV . ROOT HERRISIEL
Wk,

57 X7, ROOT #¥RZ ED L S5 ICRET AT

e Ih, ShUEORIL, A7y FOSHREBAST
o < BOT. KHE, % 2 5 ihemscen
+3,

vorscrmsnss B R !
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