avEa—FF%E (B2 555
FB258E (EF=2VT 4NV F) HR—FRAFxV

FXF FE25HETHR— N AFyrYy—onma p %

FoTH—Fy M —ROF—FrENTWAER— MEHE
ENRFITRETE AR LTADE,

nma pPiixgoF7ryarBSbHbs0T, EOHENS%

FEDHRERZ LT,
DNTIZ, #—Fy M —NIZ P & LT Windows2008R
—RABBINI®DZ LITT D, 7272, Windows2008R H—3
i3MRAE~ > (kaliLinux) D_X—A< & LTHE-TWD
DT, HREF— NIHELEL TORVLHER L T 1,

[Ry bT—27 « NoF U TEFOEBOFGHRE]

(0OS) CentOS7
T (08) kali Linux Bots %% =<l
(OS) Windows2008R T 2 BT — R
B % % — IP : 192.168.0.29 1F:192.168.0.11
IP:192.168.0.22 KA A4 : hactip
P — NI RAEL

NI NI
NIC C c

ethO enp2s0

192.168.0.0/24 ® LAN
g—H LRy
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AV =Ry b EOZEF—NITIXEEOEFIED
RonTnd, TR R— b EEE, F—F v bed
B5R—FBROPENIZRZR-2TWEH, CLOSEXh
TWADPRARBZZENTED DR nma pV—I7%,
OPEN iZZoTWhiE, TCPaxZ ¥ a»UD
PRy XD LI ENTEDIDE, TRERAN
2D EMTE,

T VA MAF Y (AFvay —sL) 72, UUF
DXITRD,

= root@kali: flhomefkali

271 BIE BE TR AT

— ~

/home/kali
v . hact. jp
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:15 JST
Nmap scan report for ww.hact.jp (192.168.0.11)
rDNS record for 192.168.0.11: ns.hact.jp
Nmap done: 1 IP address (@ hosts up) scanned in 0.04 seconds

Zou—HNFy hU—7 Tk, URL (wwwhactjp) KBV #ED
hTW3AI1P7 FL AL 192.168.0.11 @ 1 {8 T, ns.hactjp DN
SH—=rNELWN) T LHRDNDIR,
wix?

A VE—Fy PR—FAF YU TTT—IZRBHBEH
ARLTELN, (sP) 7T avid, Ping AFx ¥ D
BRTY, (-p0) =7 3 ik, Ping #EITLARWE
RTT, ALCFETT, 202204V arz
FRRZEY Z R TEERA, UTOX5 T —X
vE—UPR-TEET,
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/home/kali
192.168.0.11
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:16 IST

You cannot use -F (fast scan) or -p (explicit port selection) when not doing a port scan
QUITTING!

BRBIFY, T a v DFEVFBEELWAT,
wix?

ftp V—\BA—TUREBIZH B0, 7 u—XRBIZH
50, R— &S (ftp V—OKR— +FEBIX 21) %
BELT®SZictDh, BTIRIERERDZAT LV
VAX X VELOETIILUTOX ST B,

Z DA, CentOS7 D/varflog/secure (2 192.168.0.29
DODR— MAF Y UBRENTE, LWV ) v I HBFnE
Ehak,

/home/kali
192.168.0.11
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:18 JST
Nmap scan report for ns.hact.jp (192.168.0.11)
Host is up (0.00029s latency).

PORT STATE SERVICE
21/tcp open ftp
MAC Address: 00:1A:A0:38:18:F7 (Dell)

Nmap done: 1 IP address (1 host up) scanned in 0.46 seconds

ftp — N3, A—FURBIZH B Z ERTARND
2, Wix?
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wix, ftp V—"N~DOR— b RAF % 7R, (-s8) &
FavEARATIVARAF Y 28D, DFE D, CentOS7

N ~ D/var/log/secure |Z 192.168.0.29 7>H DR — b X% %
YOuTRFEMEINR, REEINLD, 5T L
w W XTEEL LR,

/home/kali
192.168.0.11
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:20 JST
Nmap scan report for ns.hact.jp (192.168.0.11)
Host is up (0.00032s latency).

PORT STATE SERVICE
21/tcp open ftp
MAC Address: 00:1A:A0:33:18:F7 (Dell)

Nmap dcne: 1 IP address (1 host up) scanned in ©.86 seconds

BA1EER, THORYIZATIVANE ) HERTD
729iZiX. CentOS7 Izu £ > LT secure 7 71
NERLLERD DR, RIX?

Kix, TCPconnectQOA¥ ¥ 72, (-sT) A7 v ar %
=% ET7E, ZDO%HA. CentOS7 Dlvarflog/secure
IZ 192.168.0.29 236 MDA — b RAF v Dua 7 Lo
DRI D52 bHh,

/home/kali
192.168.0.11
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:22 JST
Nmap scan report for ns.hact.jp (192.168.0.11)
Host is up (0.00069s latency).

PORT STATE SERVICE
21/tcp open ftp
MAC Address: 00:1A:A0:38:18:F7 (Dell)

Nmap done: 1 IP address (1 host up) scanned in 0.20 seconds
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P—NIZR— " RF 2 L2 B ED X 5 IC06&
SNDEDRTHAIEEWVWATER, YR, #RLTLN
%,

OK ! /varflog N® secure 7 7 A VERRTHIINE
%, ZiLid Root #ERR TRV EBHIT RV B,

May 25 16:09:06 cent64 polk1td[740] Reglstered Authentlcatlon Agent for unix-session:1 (system bus nam
b1n/gnome she Pt Atrthe ale ja JP.UTF-8)

Z DFt#kid, lkali Linux] (192.168.0.29) 67 7 &
ABPHoTZ EZRLTND,

- 27 DRFHEB UARTHIZR DRV LA,
e Wix. (sV) A7 a7,
oy

/home/kali

192.168.0.11
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:24 JST
Nmap scan report for ns.hact.jp (192.168.0.11)
Host is up (0.00061s latency).
Not shown: 983 filtered tcp ports (no-response), 10 filtered tcp ports (host-prohibited)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.2
22/tcp open ssh OpenSSH 7.4 (protocol 2.0)
25/tcp open smtp Postfix smtpd
53/tcp open domain ISC BIND 9.11.4-P2 (RedHat Enterprise Linux 7)
80/tcp open http Apache httpd 2.4.6 ((Cent0S) OpenSSL/1.0.2k-fips)
110/tcp open pop3 Dovecot pop3d
443/tcp open ssl/http Apache httpd 2.4.6 ((Cent0S) OpenSSL/1.0.2k-fips)
MAC Address: 00:1A:A0:38:18:F7 (Dell)
Service Info: Host: hact.jp; 0Ss: Unix, Linux; CPE: cpe:/o:redhat:enterprise_linux:7

Service detection performed. Please report any incorrect results at https://nmap.org/submi
55
Nmap done: 1 IP address (1 host up) scanned in 18.79 seconds
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FYRPEBELI-ETOY—1 "B —F
NZIRoTWBADBRLNBE,

EORXK, ZanFEBT RV LR, £,
CentOS7 OB & FRFICE2TOY — % BEIEENICR
ELTHD15, open ERFIND K,

T ANEZ— DT TR TH, BEISh TRy
— DR — NI, close LRRININHEREL T,
PLFORIZ, FE D Windows2008R H— N2kt L TR
— FRAF ¥ U LTHIRERE, HIL, Bictod—
PNEEBEL TRV, TV EDERT,

/home/kali
192.168.0.22

Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:26 JST

Nmap
Host

scan report for 192.168.0.22
is up (0.00020s latency).

Not shown: 996 filtered tcp ports (no-response)

PORT

STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
1027/tcp open msrpc Microsoft Windows RPC

MAC Address: @00:A0:B@:55:CA:E6 (I-O0 Data Device)

Serv

Serv
/)

ice Info: 0Ss: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows

ice detection performed. Please report any incorrect results at https://nmap.org/submi

Nmap done: 1 IP address (1 host up) scanned in 11.41 seconds

WIZIP 7ua b a )V RAxx 72,
A7 avit ((s0) 2, R— FBSTITELS., FAHE

Yo nTVW3 IP 780 hasBERRFEND, BRAIC
(1) IXICMP, (6) IXTCP 7u FarEE72,
w iz RENTWS [open | filtered] EHZEL T

JRBENENT T ha/LERRLTWVWBEDE,

EX 2 CentOS7T ORET., TN T D
Windows2008R iZxf L CIP a2 ha L RA¥x v LTz
87z,
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/home/kali
192.168.0.114/

Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:29 JST
Warning: 192.168.0.11 giving up on port because retransmission cap hit (10).
Nmap scan report for ns.hact.jp (192.168.0.11)
Host is up (0.00044s latency).
Not shown: 251 filtered n/a protocols (host-prohibited)
PROTOCOL STATE SERVICE
1 open icmp
6 open tcp
33 open|filtered dccp
47 open|filtered gre
136 open|filtered udplite
MAC Address: 00:1A:A®:38:18:F7 (Dell)

Nmap done: 1 IP address (1 host up) scanned in 274.24 seconds

/home/kali Windows2008R
192.168.0.22 «—

Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:34 JST
Nmap scan report for 192.168.0.22

Host is up (0.00014s latency).

Not shown: 255 openl|filtered n/a protocols (no-response)
PROTOCOL STATE SERVICE

1 open icmp

MAC Address: 00:A@:B0:55:CA:E6 (I-O0 Data Device)

Nmap done: 1 IP address (1 host up) scanned in 6.37 seconds

YR, Bl%E 1o, B>,
ICMP » TR<HTLBIFE, FARTS
N ) e

HFEDORZA T (PC) BDFEELTVWENE I DARSZ T
o ka)iE, AEORZR NOBEMN OFF I2/o T3

-
- BA&L. OFF (close) SN TWAZ LtZambE T
%, Ping ®° Traceroute 2~ K4 ICMP 7u f 2%
we HEoTWB X,

wEX, (r) A7 a7, BRI CentOS7, TR
Windows2008R 72, Z DA 7 a i, ERHERLTWY
BR— b2 T UV FBIZAFY U THDE,
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/home/kali

192.168.0.11
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:37 JST
Nmap scan report for ns.hact.jp (192.168.0.11)
Host is up (0.00090s latency).
Not shown: 983 filtered tcp ports (no-response), 10 filtered tcp ports (host-prohibited)
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
25/tcp open smtp
53/tcp open domain
80/tcp open http
110/tcp open pop3
443/tcp open https
MAC Address: 00:1A:A0:38:18:F7 (Dell)

Nmap done: 1 IP address (1 host up) scanned in 5.45 seconds

/home/kali
192.168.0.22

Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:39 JST
Nmap scan report for 192.168.0.22
Host is up (0.00062s latency).
Not shown: 996 filtered tcp ports (no-response)
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
1027/tcp open IIS
MAC Address: 00:A0:B@:55:CA:E6 (I-0 Data Device)

Nmap done: 1 IP address (1 host up) scanned in 8.81 seconds

CentOS7 X, http 7ZiJ T2 <, SSL %57 https &Y
R—FLTWBAT,

Windows2008R @ IIS i Web H—/ 30>, ZidxT 74/ F T
HEATEDLIICROTWVWDBAT,

957 L. CentOS7 M Fix. Thttps://www.hact.jp/| T7 7
BATE B L,

Wi, #—7y FFRRMTHERAINLTWD OS DRI,
nma pliX, 74V H—=FV T4V THEEV D LOR
boT (-0) A7V ar&fTHEFTHRATE 0D,
B AiZ CentOS7 77,
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/home/kali
192.168.0.11

Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:45 JST
Nmap scan report for ns.hact.jp (192.168.0.11)
Host is up (0.00042s latency).
Not shown: 983 filtered tcp ports (no-response), 10 filtered tcp ports (host-prohibited)
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
25/tcp open smtp
53/tcp open domain
80/tcp open http
110/tcp open pop3
443/tcp open https
MAC Address: 00:1A:A0:38:18:F7 (Dell)
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 c
losed port
Device type: gencral—purpUsce
RunpimgT Linux 3.X|4.X]5.X

cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:

Linux 3.10 - 4.11, Linux 3.2 - 4.9, Linux 5.1
Network Distance: I Top

0S detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 7.68 seconds

CentOS7 ® 5%, Linux ®XF—RILD
N—=Ta MEHRBRRINTVDHHR

K iX Windows2008R D577,

/home/kali
192.168.0.22

Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:47 JIST
Nmap scan report for 192.168.0.22
Host is up (0.00029s latency).
Not shown: 996 filtered tcp ports (no-response)
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
1027/tcp open IIS
MAC Address: 00:A0:B@:55:CA:E6 (I-0 Data Device)
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 c
losed port
Device type: general purposelspecializedighong
Running: Microsg rriows 200818.117|PhonelVista

crosoft:windows cpe:/o:microsoft:windows_vista::- cpe:/o:microsoft:windows_vista::spl
0S details: Microsoft Windows Server 2008 R2 or Windows 8.1, Microsoft Windows 7 Profession
al or Windows 8, Microsoft Windows Embedded Standard 7, Microsoft Windows Phone 7.5 or 8.0,
Nicrosoft Windows Vista SP@ or SP1, Windows Server 2008 SP1, or Windows 7, Microsoft Windg
rsta SP2, Windows 7 SP1, or Windows Server 2008
Network DI : 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 12.95 seconds




5%, Windows2008R &V 95 OS ZDH DDA
HEXhTwaia,

EZAT.TAVH—=TI T 4V THRBIZONTSH 54
LELLHHALTI AW,

OK ! EiX. nm a piX., nmap-os-fingerprints &LV 5 FT—2_R—X|[C
2 1500 LED O SICTDOWWTOTF—42 #8&HE L TV 5D 7= .nmap & TCP %> UDP
TE2—45y FRR FDT—4 %K. nmap-os—fingerprints T—45 R—
RAEBELT—HTH0 ZROFELTVEDE, TEDEETAUH
—FV T4 TENHDE,
NWANARERA —NVRRDEREZEND, B PCRED EZETHAET
WCHARD AR DI TEL T b, NEBHEOKITKHERZ LT
Xo
B % 1Z Heartbleed OFAE D5 % 5Lk L T3 <, Heartbleed I
OpenSSL DEFHHEZFRET D b D7E, SSL DAR— FHEFIL 443 72005,
EFNnNEH/ET D, EXP CentOS7 DOFFE. TX IS Windows2008R DOFH
BEoEFHTE,

/home/kali
192.168.0.11
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:54 JST
Nmap scan report for ns.hact.jp (192.168.0.11)
Host is up (0.00031s latency).

#37tcp open ssl/http Apache httpd 2.4.6 ((Cent0S) OpenSSL/1.0.2k-fip
| _http-server-header: Apache/2.4.6 (Cent0S) OpenSSL/1.0.2k-fips
S : P0:1A:A0:38:18:F7 (Dell)

Service detection performed. Please report any incorrect results at https://nmap.org/submit
7 fii
Nmap done: 1 IP address (1 host up) scanned in 28.52 seconds

/home/kali
192.168.0.22
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-25 16:57 JST
Nmap scan report for 192.168.0.22
Host is up (0.00019s latency).

STATE SERVICE VERSION

Service detection performed. Please report any incorrect results at https://nmap.org/submit
Jire
Nmap done: 1 IP address (1 host up) scanned in 1.16 seconds
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HOFE M TR L7284 12 [State : VULNERABLE  (Jis

-~ §9) 1&FRENZSH SSL ISR H B L NnH Z &
L
e 72, CentOS7 D HIX SSL B A —F 2o TEBY I
ww RNV D Z L7, Windows2008R D51, %

b B fileter 78 T SSL AMEDLIL TV ARV O TEEfH D
LEopnmnk 57,

L = AT, Heartbleed - {77 ? >

Heartbleed (/~— F7 L —FK) 2\ Tii,
%mn k—?k@c]: 5 fﬁ%ﬂ?ﬁ%ﬁéi’bt@'@\ %
nz#Hs T &,

=27 A OpenSSL ®O/~— h 7 U — R (ofigH i)

201237 14HICN—F TV =R AT 72WE F OpenSSL1.0.1 ZABH SN FEL
oo TONRTE, BEHLIEN— K LTR#EY 2 — b — b (EFHERER) 2XET5
ZEIZEoTH—ROAEY —DOEEORBEOEREZIRIE L LTZET DI ENAIREICR - T
WHEWVWIBEDTT, 2V, BESHDHED OpenSSL OV — R"OMERE BT Z LN TESH L
I LT, MERASEL Z N TEIUE, BTEAZMEA LIZEEG] (Ry "V F U7 b 85T

D Web %14 M EFERICFE LY A NEELZENTELZ LIV EST, TNET, ZFLRELE
DTV Thttpst//~] OV A FbEAETRLS 2D 9, URL THEHAINTHWD RAAL 41
THEBEPROLNTWERADT, 778 AT HHIC, 2N E TLLEIZ KA A 4 &R ?5_
ER, SLHI->TOREGTIELEEVWES, 201484070 () A7 &2EELE
OpenSSL1.0.1 g AAB SN TWET,

Ubuntul2.04 (21 > A F—/L & TV 5 OpenSSL (%, 1.0.1 T3, OpenSSL1.0.1g(Z7 v/
JL—FREINDETHN—F T V=R« ATEFFELTND, EBXTHFRRNTLE I,
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