aryva—28%E (B2 95
o 9EE (N THRNT)
Ghidra (¥F7) Y—1VOFHH

ZXF, VUN—Rx V=T VU TEERBTDHITIE. LR
DY —IVIRKETZ,

VR—=RAx2 =7V 70y —niZid,. TIDA Freewire] X°
[Ghidra] 283 %, [IDA Freewire| iZfif®L D TDA Pro]
D7V —fRKTdHD, [Ghidra| 137 2 Y H ERLLEER (NSA)
DR LA —T v )—RAY T =T Thd, 4. BESH
TWVWABY—LVROTHEEES Z &2 5,

I E CTRFRIZ Ghidra] OBIEOHEDREZ T 5 2H D ITE WD
C. [Ghidra] DOFMIZE D THM L T 4L, Ghidra] OfEH
EZFT6 00—V LOEMEICARDIZET,

VR, TMLUE, BECHELRSIZ. Xy bOAZR
THATH®RT 3 Xk, &2 AT, [Ghidra] OHNE % FRE
35 & DORIREEIL R AT,

# X%, [Ghidra] OAARZEMET 5 A ORHREMIT
TRVTIEFERLECER/BLENMTY (161H) 771
NVOBRFRTZ,

TH, LEL L2 TRWE, Ghidra] O#BIELSMIE
BlafioT, b EHATIND,

YN—RZ V=TIV T7%BLT, TRV TFECE
FOEEMZHRBL T,
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EH] LA 2 AEED OB DT, *::::::::>

TX¥A N7 7A/V (data) ZFAHAL, AREZHEEIZERT D,
LWHEHA NS (stdioh) LaMEDLARWEEAR CEE S vl

N a 7 A (mfd.c) %5,
- HEAREMDOY —ATa ST 25HED L A7) T S 44TRE
ey 720D T [Ghidra] T, FDO Xy ic#fiar"frIhdhn, b
CHET TNV END DD, RGTBHABRICRD DI, 127,
BEELRTNERLRVDIE, Y —APbEITEROT7 7 L
PEONDRICCEREDNOTIR T T L THHD stdio.h HSEY A
FNTVWDIRTHD, UTIZEDRBEZRFT D,
mfd. ¢ (VY —R) emfd. exe ZEEH|ZBIV
KRR
#include <stdio.h> CELF >
#include <stdlib.n> @ _@ ) = @8
CentOS T C BHOEATT 7 4 MEHK © o—
int main() _@e__e@
$ gcc -0 emfd.exe mfd.c
{ £ETrAN V=R 5580
int fd; T IR __ 8@
char buf{10]; " @ @__
fd = open(“data”,0); . b __ D
read(fd,buf,5); FIRFIC stdio. h &1 Y iALe h t_
write(1,buf,5); L@
close(fd); . C_C_
} _ g - g

[Ghidra] Tifiz /3o
NE&HT LTIV

RBI1EER, BET7 74V (emfd.exe) & A
EWRRLETHWTS I F ¥ 7F ¥ ThiTd
MDARNTNE S, SERIhZEIZLT,
TRV TSEFBOTDY —RIZEL, L
7235 [Ghidra] DR Z RS D DD,
RdR, FIX,
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Y b
emfd. exe
[ELF >
@ @ Vi @8_
@ @
_@@_ @@
8 8. @
__ 8@
@ @
_b__ D
L e
. _C_C_

FXX V2 NLVUITIE, FAT7 714/ (exe) ITH
HIAEND,
Rix, ETI77ANDEDYINR—R =T V7D
WA,

emfd. exe (BSIREE

31 ed
c7 c0
0d 06
b8 57
48 89

RAFV =54 v & THL | f45d

b8 50
48 89

A 4

75 02
89 c6
80 3d
ff ff
48 83
85 c0
e9 7b
e5 48
00 00
8b 45
00 00
48 89
WrerITa Toff
ff c9

emfd. exe DT ¥ 7 T SEE

41 57
54 4c

49
fo
40
10
eS
bf
10
e5
5d
bf
85
Sd
3d
74
ff
83
00
fc
e8
cb
8b
c3
41
8d

89 dl Se 48 89 e2 48 83 e4 f0O 50 54 49
06 40 00 c7
00 e8 a7 00
60 00 S5 Oe
77 02 5d 74
S50 10 60 00
60 00 S5 03
48 89 c2 f8
c3 ba 00 48
S0 10 60 00
Oa 20 00 ff
c6 05 72 00
38 08 20 48
14 55 bf Sd
ff ff of 89
ec 10 be b8
00 e8 e7 fo
bha 05 00 00
99 fe ff 00
bf 01 00 fe
45 fc 89 ff
66 2e Of 00
89 ff 41 41
25 78 07 00

0040060e 4889e5
00400611 4883ec 10

00400624
00400629 89 45 fc
0040062c 48 8d 4d fO
00400630 8b 45 fc

00400638 4889 ce
0040063b 89 c7

0040063d
00400647 488d 45 f0
0040064b
00400650 4889 c6
00400653

0040065d
00400662 8b 45 fc
00400665 89c7

00400667
0040066¢
00400671 c9
00400672 c3

00400615 be 000000 ...
0040061la bf 1007 40...
0040061f b8 0000 0O ...
e8e7 fe ff...

00400633 ba 050000 ...

b8 0000 00 ...

00400642 e899 fe ...

ba 050000 ...

bf 01 00 00 ...

00400658 h8 00 00 0O0...
e85Se fe ff ...

h8000000...
e85f fe ff...

MoV
MoV
MoV
CALL
MoV
LEA
MoV
MoV
MoV
MoV
MoV
CALL
LEA
MoV
MoV
MoV
MoV
CALL
MoV
MoV
MoV
CALL
LEAVE

ESI, 0x0

EOT=>DAT_00400710, DAT_00400710

EAX, Ox0O

<EXTERNAL>: :open

dword ptr [FEF+ local_c], EAX
RCX=>local_18, [RBF + -0x10]
EaX,dword ptr [RBP + local_c]
EDX,0x5

RSI, RCX

EDI, EAX

EAX, Ox0

<EXTERNAL>: : read
Rax=>local_18, [RBP + -0x10]
EDX, 0x5

RSI, RAX

EDI,Ox1

EAX, Ox0

<EXTERNAL>: :write
Eax,dword ptr [REFP + local_c]
EDI; EAX

EAX, OxO

<EXTERNAL>: :close

main () BAEDIBEY

JNR—ZRT =
7Y T O
B m3nd%Z, 16
#EH D 55 7% main
BESIDIAE U B>,
FTINWRFYXR !

Wa A
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EOR TRV IEEBI DY
RANVTRIED I —RAT 7 A VD
A7 YVFMIRD LNV LTI,

FNT . Har M vEnfAs Y
FRERTDY—RAT 7 AL ILD R
V7 NEHEKTHZLIZE-T
mainQBEORNEPFHRER L Z &
BHH5 LR K BWIEEHL S
BV, RKIEDEEAL E TITHS
Bh2unhrbia,

WA

12 |poid main(void)

4 |{
S | undefined local 18 [12];
int local _c;

local_c=open("data",0);
|9 | read(local _c,local 18,5);
10 | write(1,local 18,5);

111 | close(local_c);

12 | return;

13 |}

[ay ANV LT 7ANVERTDY —RA T 7 A4)V (nfd.c) D HEE]

WA

2 |koid main(void)

RE BN
T4

hy {

\

undefined local 18 [12];
int local c;

8 | local_c=open("data",0);
9 [ read(local_c,local_18,5);
110 | write(1,local 18,5);

11 | close(local_c);

12 | return;

n3 [}

int fd;
char buf[10];

11 #include <stdio.n>
#include <stdlib.n>

int main()

fd = open(“data”,0);
read(fd, buf, 5);
write(1, buf, 5);
close(fd);
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2%, ET774/V (emfd.exe) ZFHAIAAT, /A
FVZF 4o &, HETRSTN, Ha L VBRI
1To T, B RLTLINBDA [Ghidra] V—17RD77,
LTI (emfd.exe) ##FAIAA T [Ghidra] THRRLTE
LERZ#TRT 5, 2, Wobok 5iZ TGhidra] ©
kali Linux] ~0OA A b—VFEIIZ Z TIIfEH L
BROVDT, BHERDIER Y M THRRTL L,

[Ghidra (¥ KZ) DiZHh]

. gooooooooooooOooDO

Gidra/\ ... dumpO1

Version 10.1.4
Build PUBLIC
2022-May-19 0956 EDT
JavaVersion11.0.14.1

Licensed under the Apache License, Version 2.0 (the "License"); Unless
required by applicable law or agreed to in writing, software distributed under
the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied. See the License for the
specific language governing permissions and limitations under the License.

This program also includes third party components which have licenses other
than Apache 2.0. See the LICENSE.txt file for details.

Checking for previous project...
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[emfd. exe % Ghidra |24 AR — b (FEHIAA) L7-IREE]

CodeBrowser: ghidra_project01:/emfd.exe

Analyms Graph Navigation Search Select Tools Wmdow Help

Ble-=- @a@@ & IDULFRYB:- @f oo /yAIEDG..080 15 @

% Y Bk & X Eggcompile...f} Sl e e X
1

LAB_00400608 Jroid main(void)

00400608 €973 ff ff... JMP register_tm_clones :‘ ‘

got.plt undefined local 18 [12];

got R e R R S P R R R S F R PR PR R R R R SR RS SR 6 | intlocal _c;

[ .dynamic X ¥ FUNCTION : . o
1‘\ J T AR K R AR AR KA AR AR S local_c =open("data",0);

al_18, 5);

10 wrlte(l 1

| ProgramTree x | | call main (void)

N N 3 <RETURN>
mﬁig [ Bal .9 ﬁ?t /7 }]/ L4 local_c ) 11 | close(loc
. 12 | return;

[ » ¥ frame_dummy[a l 13 [}
undefinedl Stack([-0x18]:1 local_18 | L4

|» = Functions
‘» [C® Labels

l» CD classes

\ <« T ¥

main

Wa A

it 0040060d S5 PUSH RBP

Filter: 0040060e 48 89 €5 MoV RBP, RSP
00400611 4883ec 10 suB RSP, 0x10
00400615 be 0000 00 ... MoV ESI, 0x0
0040061la hf 1007 40... MOV EDI=>DAT_00400710, DAT_00400710
0040061f h8000000... MoV EAX, Ox0
00400624 eg8e7 fe ff... CALL <EXTERNAL=>: :open
v j;Data Types 00400629 89 45 fc MOV dword ptr [REF + local_c],EAX - <@ =y,
» @ BuiltinTypes 0040062c 48 8d 4d fo LEA RCx=>local 18, [RBP+ -0x10] v = “»
S ” Decompile: main x l [6t] Bytes: er
» [oemfd.exe Z e le i ]
> ﬂ generic_clib_6 'i N =g x
<o VARES \
e 707350 EDLS
Filter: )
@| 0040060d | main | PUSH RBP |—

File Edit Analysis Graph Navigation Search Select Tools Window Help
H e&-=» - BREEBEER JIDULFRXYEBE- @8 oo | /Y DG208 & | @

[Bissan s & SENL AT W BE TIDY NP AL

|v & emfd.exe A L | Hex
‘bss LAB_00400608 31 ed 49 89 d1 Se 48 89 e2 48 83 e4 f0 5{}54 49 A
.data 00400608 €973 ff ff... WP register_tm_clones c7 cO fO 06 40 00 48 c7 c1 80 06 40 00 43 c7 c7 [
got.plt 0d 06 40 00 e8 a7 ff ff ff f4 66 of 1f 44 00 00
.got b8 57 10 60 00 55 48 2d 50 10 60 00 48 83 f8 Oe
.dynamic AR AR A A ARk 48 89 e5 77 02 5d c3 b8 00 00 00 00 48 85 cO 74
.Jer v ¥ FUNCTION f4 5d b 0 00 00 00 00
<K T 7 FR A AR AR KRR K R bg 50 1 S ] 048c1‘f803)
e -
Program Tree ¥ undefined _stdcall main(void) 48,8915 }\/r j ) 1 do 48 d1 78
undefined AL:1 <RETURN> 75,02 3 2 74 £4 5d 48

89 c6 bf 50 10 60 00 ff e2 Of 1f 80 00 00 00 00
80 3d 85 0a 20 00 00 75 11 55 48 89 e5 e8 7e ff
ff 5Sd c6 05 72 0a 20 00 01 3 c3 Of 1f 40 00
83 3d 38 08 20 00 00 74 le b8 00 00 00 00 48

IESSymbolTree ™| % undefined4 Stack[-0xc]:4 local c )

[ » ¥ frame_dummy [

[imiiim W 2 1 | N N § |
W & —h
Ul @

> B FUrictians fl undefinedl Stack[-0x18] :1 local_18 c0 74 14 55 bf 20 Oe 60 00 48 89 e5 ff dO 5d
=i €9 7b ff ff ff of 1f 00 e9 73 ff ff ff 55 48 89
it main e5 48 83 ec 10 be 00 00 00 00 bf 10 07 40 00 b
> 0O Classes v 00 00 00 00 e8 e7 fe ff ff 89 45 fc 48 8d 4d fO
«C AL g8b 45 fc ba 05 00 00 00 48 89 ce 89 c7 b8 00 00
_— e 0040060d 55 PUSH REP 00 00 e8 99 fe ff ff 48 8d 45 fo ba 05 00 00 00
Filter: ) 0040060 48 89 &5 MOV REP, RSP 48 89 c6 hf 01 00 00 00 b8 00 00 00 00 e8 Se fe
= 00400611 4883ec 10 SUB RSP, 0x10 ff ff 8b 45 fc 89 c7 b8 00 00 00 00 e8 5f fe ff
[ Data Type Man... v X 00400615 be 000000... MOV ESI, 0x0 f c9 c3 66 2 Of 1f 84 00 00 00 00 00 Of 1f 00
&2 2|\ 0040061a bf100740.. MOV EDI=>DAT_00400710, DA 41 57 41 89 ff 41 56 49 89 6 41 S5 49 89 dS 41 [
& 0040061f b8 000000 ... MOV EAX, OX0 54 4c 8d 25 78 07 20 00 55 48 8d 2d 78 07 20 00 'y
00400624 ege7 fe ff..  CALL <EXTERNAL>: : open <f L d»
v iH DataTypes “ 00400629 89 45 fc MoV dword ptr [REP+ locall, Start: 004... End: _elfSection... Offset: 000... Insertion: 004...
> g BuiltinTypes 0040062c 48 8d 4d fO LEA RCX=>local 18, [RBP+|¥ ” . O
: v ipile: main Bytes: emfd.exe * | Ji Defined Str.
» [Bo@emfd.exe ‘ J - £ J " lm
T \ = -
> ﬂ generic_clib_6 v| o g%
[ —T0 ]
Filter: )

@ 0040060d main PUSH RBP |_




FY 3, [Ghidra] (¥ F7) o TREDOEERZRD
BN, $TES A —F=7HELR,
firds, BN LR LESRELER,

YN—2Rz V=T Y 78K, BAREINT ST A
DHNELEEL, LWVIZLBHFENTVEINHR, TH,
ZITIEINT =T EENT L, %D PC &5F
HLWH ZLIiTlES DT,

cim. |55 3 OF5] <. Ghidra) 6o

7~ emfd.exe DFIHRTZ,
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