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Computer Science (Episode 25) 

Episode 25 (Security IV: Contraptions)  Port Scanning 

 

 

 

 

 

 

 

 

                 

 

 

 

 

 

 

 

 

 

 

 

 

     ［Learning environment for network hacking practice.] 

 

 

 

 

 

 

 

 

         

         

 

                               LAN on 192.168.0.0/24                             

                                    local network 

Tanuki, in Episode 25, we will try to see how much open port 

information we can get from the target server using nmap, a port 

scanning tool. 

Since nmap has many options, it is important to learn how to use it. 

In addition, we'll join a spare Windows 2008R server to the target 

server. But note that the Windows2008R server is being used as a 

base machine for a virtual machine (kali Linux), so we are not 

building various servers. 

 （OS）kali Linux 

  Aggressor 

  IP：192.168.0.29 

        

（OS）CentOS7 

 Server side to defend 

 Various servers have  

 been built 

 IP:192.168.0.11 

  domain name：hact.jp 

   

NIC 

eth0 

NIC 

enp2s0 

    Reserve 

（OS）Windows2008R 

 Server side to defend 

 IP:192.168.0.22 

  Server not yet built 

   NIC 
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You see that in this local network, the IP address assigned to the URL 

(www.hact.jp) is one 192.168.0.11 and ns.hact.jp is the DNS server 

name. 

Next ?. 

Various servers on the Internet are assigned a fixed 

number. That is the port number. The nmap tool can 

check whether the target port is open or closed, and if it 

is open, TCP connections and UDP packets can be sent. 

The purpose of the nmap tool is to check if the port is 

OPEN or CLOSE. 

The first step is a list scan (option -sL). The following is 

a list scan. 

I'll also show you when an error occurs with 

the Internet port scan. （The -sP option is an 

instruction to ping scan. （The (-pO) option is 

an instruction not to ping. Obviously, this is a 

contradiction. You cannot use these two 

options at the same time. The following error 

message will be returned. 
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I see, it's hard to use options. 

Next? 

I'll try to find out if the ftp server is open or 

closed, specifying the port number (the port 

number of the ftp server is 21). First of all, the 

basic execution without stealth scan is as follows. 

In this case, a log will be written to 

/var/log/secure on CentOS7, stating that a port 

scan from 192.168.0.29 was performed. 

I can read that the ftp server is open. Next ?. 
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Next is a port scan to the ftp server, but the (-sS) option 

is a stealth scan. This means that no log of the port scan 

from 192.168.0.29 will be logged in /var/log/secure on 

CentOS7. It's important to note that it won't be logged. 

I see. But to check if it is really stealth, I need to log in 

to CentOS7 and open the secure file. Next? 

Next is a TCPconnect() scan. (-sT) option. In 

this case, the port scan from 192.168.0.29 will 

be logged in /var/log/secure on CentOS7. 
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I'd like to see how the server logs port scans, Kitsune, 

to present. 

OK! I'll show you the secure file in /var/log, 

which can only be opened with Root privileges. 

This record shows that there was an access 

from "kali Linux" (192.168.0.29). 

We'll have to learn how to read the log, right? 

Next is the (-sV) option. 
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You can see that all the servers Kitsune has 

built are open. 

That's right. I didn't apply any filters. Also, all servers are 

set to start automatically when CentOS7 starts up, so they 

will be marked as open. 

Note that even if no filter is applied, the ports of servers 

that have not been started will show "close". 

The following figure shows the results of a port scan on a 

spare Windows 2008R server. This one is the default, with 

no other servers configured. 

Next is the IP protocol scan. 

The option is (-sO). Instead of the port number, the IP 

protocol number in use is displayed. Note that (1) is the 

ICMP protocol number and (6) is the TCP protocol number. 

The [open｜filtered] in the figure indicates a protocol that 

has not responded even after retransmitting several times. 

The above figure shows CentOS7 and the following figure 

shows the result of IP protocol scan on spare Windows 

2008R. 
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CentOS７ 

Windows2008R 

Fox, one question, if I may. 

ICMP comes up a lot, what kind of protocol is it? 

It is a protocol to check whether the other host (PC) exists 

or not. If the other host's power is turned off, it also 

notifies the user that it is turned off (closed). 

Ping and Traceroute commands also use the ICMP 

protocol. 

The following figure shows the (-r) option. The top figure 

shows CentOS7 and the bottom figure shows Windows 

2008R. This option randomly scans the ports in use. 
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Yes, CentOS7's can be accessed at "https://www.hact.jp/". 

The next step is to detect the OS used on the target host. 

nmap has a ffingerprinting function that can be used by simply 

adding the (-O) option. 

The first one is CentOS7. 

CentOS7's support https with SSL as well as http. 

IIS on Windows 2008R is a web server or this is available by 

default as well. 
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Windows 2008R is next. 

I see that CentOS7 shows the Linux kernel 

version information. 
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OK! Actually, nmap records data on more than 1,500 operating systems in a 

database called nmap-os-fingerprints. 

nmap collects target host data via TCP and UDP and checks it against the 

nmap-os-fingerprints database to find the matching OS. 

That's called fingerprinting. 

In this age of spam, it is important to know how much of your PC environment 

is readable by the recipient. 

Finally, I describe how to check for Heartbleed, which checks for 

vulnerabilities in OpenSSL. The above figure shows how to investigate 

CentOS7 and the below figure shows how to investigate Windows 2008R. 

I see that this one detects the name of the OS itself, Windows 2008R. 

By the way, can you explain a little more about the ffingerprinting 

feature? 
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I'll include the following article about Heartbleed 

in the magazine. 

If the white oval shows [State: VULNERABLE], it 

means that the SSL is vulnerable.  

On CentOS7, SSL is open, which means there is no 

vulnerability.  

Windows2008R is not vulnerable because SSL is 

not used in the fileter display in the first place. 

By the way, what is Heartbleed? 

Column   OpenSSL Heartbleed 

OpenSSL 1.0.1 was released on March 14, 2012 without the Heartbleed Bug being noticed. This bug 

allows a malicious person to send inappropriate heartbeats to the server and receive an arbitrary 

amount of information from the server's memory as a reply. This means that a malicious person can 

steal the OpenSSL server's private key. Once the private key is obtained, it would be possible to create 

a website that is exactly the same as a website for commercial transactions (including online banking) 

that uses digital signatures. The "https://~" website, which was previously thought to be mostly 

secure, will no longer be secure. 

Since the domain names used in URLs are not allowed to be registered twice, the best way to protect 

yourself is to check the domain name more than before when accessing the site. 

OpenSSL 1.0.1g with bug fixes was released on Monday, April 7, 2014. 

OpenSSL installed on Ubuntu 12.04 is 1.0.1. 

It is best to assume that the heartbleed bug exists until you upgrade to OpenSSL1.0.1g. 
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                        Translated at DeepL 

Well, that's enough about how to use nmap. In 

the next episode (26), we will finally cover 

packet analysis. Packet analysis is a laborious 

task. 

Stay tuned to see how it all unfolds! 


