Computer Science (Episode 29)

Episode 29 (Malware Analysis |)

Using the Ghidra Tool

Tanuki, in order to perform reverse engineering, you need the

- right tools.
= Reverse engineering tools include "IDA Freewire" and "Ghidra.
- IDA Freewire is a free version of the commercial product IDA

Pro. Ghidra is an open source software developed by the
National Security Agency (NSA). We will use this one because
it is a tool that is currently attracting a lot of attention.

I do not intend to explain the operation of "Ghidra" in the same
way as before, so please study the details of "Ghidra" by
yourself. The manual of "Ghidra" alone is more than 600 pages

long.

Kitsune, | understand. I'll study the necessary parts of the
operation myself on the net and in books. By the way, what are
the prerequisites for understanding the contents of “Ghidra” ?

Tanuki, the prerequisites for understanding the contents of
“Ghidra” are an understanding of assembler language, C
language and binary (hexadecimal) files.

But don’t worry. | will explain everything except the
operations of “Ghidra” in an easy—to—understand manner
using real—life examples.

Through reverse engineering, you will be reminded of the
importance of assembler and C.
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Mea example? What are you goinQD

mfd. ¢ (source)

screen.

Using a simple known source program, the script is only about four

A simple C program (mfd.c) that uses only standard input,/output
(stdio.h) to read a text file (data) and display its contents on the

lines long, so it is clear how it is decompiled and disassembled by

"Ghidra”. However, it should be noted that when the executable file
is created from the source code, stdio.h, which is also a C
language program, is included. The following figure illustrates the

situation.

#include <stdio.h>
#include <stdlib.h>

int main()

{
int fd;
char buf[10];
fd = open(”data”,0);
read(fd,buf,5);
write(1,buf,5);
close(fd);

Creating C executables on CentOS

$ gcc -0 emfd.exe mfd.c

executable file

T

source

—

Forcing memfd.exe to open

Import stdio.h'at the same time

| see. | see...even if you open the executable file
(emfd.exe) with notepad or something, it is still a

mess and confusing. So, you revert (emfd.exe) to
the assembler language or the original source
language and study the mechanism of "Ghidra” by

comparing them.

Nice work, Kitsune.
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Decompile & Disassemble
with ”Ghidra”.
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Assembler language of “emfd gxe”

Tanuki! Malware is embedded in an executable file (exe).
The next step is reverse engineering from the executable file.

emfd. exe

(machine language)

31 ed 49
c7 cO fo
0d 06 40
b8 57 10
48 89 e5
f4 5d bf
b8 50 10
48 89 e5

Open in Binary Editta

A 4

75 02 5d
89 c6 bf
80 3d 85
ff ff 5d
48 83 3d
85 c0 74
e9 7b ff
e5 48 83
00 00 00
8bh 45 fc
00 00 e8
48 89 cb
ff ff 8b
ff c9 c3

disassembly

41 57 41
54 4c 8&d

89 dl Se 48 89 e2 ed fo
06 40 00 48 c7 cl
00 e8 a7 ff ff ff
60 00 55 48 2d 50
77 02 5d ¢3 b8 00
50 10 60 00 ff e0
60 00 55 48 2d 50
48 89 c2 48 cl ea
c3 ha 00 00 00 0O
50 10 60 00 ff e2
Oa 20 00 0O 75 11
c6 05 72 0a 20 00
38 08 20 00 0O 74
14 55 bf 20 Qe 60
ff ff of 1f 00 e9
ec 10 bhe 00 00 00
00 e8 e7 fe ff ff
ba 05 00 00 00 48
99 fe ff ff 48 8&d
bf 01 00 0O G0 b8
45 fc 89 ¢7 b8 00
66 2e Of 1f 84 00
89 ff 41 56 49 89
25 78 07 20 00 55

48

49

0040060e 4889e5
00400611 4883ec 10

00400624
00400629
0040062c
00400630
00400633
00400638
0040063b
0040063d
00400642
00400647
0040064b
00400650
00400653
00400658
0040065d
00400662
00400665
00400667
0040066¢
00400671
00400672

89 45 fc
48 8d 4d fo
8b 45 fc
4889 ce
89c7

488d 45 f0

4889 c6

8b 45 fc
89c7

c9
c3

00400615 be 000000 ...
0040061la bf 1007 40...
0040061f b8 0000 0O ...
e8e7 fe ff...

ba 050000...

b8 0000 00 ...

e899 fe ff...

ba 050000 ...

bf 01 00 00 ...

h8 0000 00...
e85Se fe ff ...

h8000000...
e85f fe ff...

MoV
MoV
MoV
CALL
MoV
LEA
MoV
MoV
MoV
MoV
MoV
CALL
LEA
MoV
MoV
MoV
MoV
CALL
MoV
MoV
MoV
CALL
LEAVE

EST, 0x0

EDT=>DAT_00400710, DAT_00400710
EAX, Ox0O

<EXTERNAL>: :open

dword ptr [FBF + local_c],EAX
RCX=>local_18, [RBF + -0x10]
EaX,dword ptr [RBP + local_c]
EDX,0x5

RSI, RCX

EDI, EAX

EAX, Ox0

<EXTERNAL>: : read
Ra¥=>1local_18, [RBP + -0x10]
EDX, 0x5

RSI, RAX

EDI,Ox1

EAX, Ox0

<EXTERNAL>: :write
Eax,dword ptr [FEFP+ local _c]
EDI; EAX

EAX, OxO

<EXTERNAL>: :close

main () Beginning of function

| can the
reverse
engineering  going
on here.

So 55 in hex is the
beginning of the
main function?
That’s areat fox!

see

decompile
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source file.

Yes, you can decompile from the assembler
language back to the script in the original

So, by comparing the decompiled script with
the script in the original source file, you can
see that the contents of the main() function
are almost the same. The only difference is the

variable names. The difference is only in the
variable names, since we can’t read the names
of the variables in the original source file.

decompile

12 |poid main(void)

2 |¢

11 | close(local _c):
12 | return;

13 |}

|S | undefined local 18 [12];

5 | int local _c;

| local_c =open("data",0);
19 | read(local_c,local 18,5);
10 | write(l,local 18,5);

[ Comparison of the decompiled file with the main source file (mfd.c)]

decompile

:w_}

foid main(void)

int local c;

undefined local 18

local c=open("data",0);

read(local_c, loc
write(l,local 18
close(local c);
return;

= ] 1

3,5);

18,5);

The Big
Difference
variable name

\

#include <stdio.h>
#include <stdlib.h>

int main()
{
int fd;
char buf[10];

fd = open(“data”,0);
read(fd, buf, 5);
write(1, buf, 5);
close(fd);
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Tanuki, the “Ghidra” tool reads the executable file
(emfd.exe), performs binary editing, disassembly, and
decompilation all at once, and displays the results. Below is
a diagram of the Ghidra tool after loading (emfd.exe).
However, as usual, the installation procedure of "Ghidra” to
"kali Linux” is not explained here, so please look it up on the
net if necessary.

[ Launch Ghidra ]

Gidra/\ ... dumpO1

gooooooooooooOooDO

Version 10.1.4
Build PUBLIC
2022-May-19 0956 EDT
JavaVersion11.0.14.1

Licensed under the Apache License, Version 2.0 (the "License"); Unless
required by applicable law or agreed to in writing, software distributed under
the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied. See the License for the
specific language governing permissions and limitations under the License.

This program also includes third party components which have licenses other
than Apache 2.0. See the LICENSE.txt file for details.

Checking for previous project...
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[Importing (loading) “emfd.exe” into Ghidra]

E

&@-=- BPREPR JIDULFERY

CodeBrowser: ghidra_project01:/emfd.exe

ile Edit Analysis Graph Navigation Search Select Tools Window Help

T I AR ER R eI

gram Trees x| B v [~ B @ - x|[Becompie. 6 [0 [0 (@~ X
id & 4 Bl
v emfdexe (A LAB_00400608 2 |oidnain(void)
bss 00400608 €973 ff ff... JMP register_tm_clones :‘ ‘
‘ .gztaplt I 5 | undefined local_18 [12];
.got. R R R R R R S R R R RS R R 6 intl”’“"‘a.";'b‘l
B .dynamic v ¥ FUNCTION 4 ’ s s g
<« J T B AAA A AAAAAAAAAAA A AAA A AAA KA AN 8 | local_c=open("data",0);
; ficall main (void) 9 | read(loc ocal_18,5);
e o d. bl <RETURN> I 10 | write(1,1 .5)
: ISassem L4 local c 11 | close(local c);
EEE g X Y = ) l 12 | return;
[ » ¥ frame_dummy[a 13 [}
— undefinedl Stack([-0x18]:1 local_18 L4
1» [ Functions
|» @ Labels main
[» CD classes ,\
L T “ d .l
|« »
{ T |
7 RN T 0040060d 55 PUSH RBP ecompl e
Filter: 2, 0040060e 48 89 &5 MOV RBP, RSP
— 00400611 4883ec 10 sSuB RSP, 0x10
@Data Type Ma v X 00400615 be 000000 ... MOV ESI, 0x0
& -~ |9~ \ 0040061la hf 1007 40... MOV EDI=>DAT_00400710, DAT_00400710 =
& 0040061f b800000O... MOV EAX, 0x0 E
00400624 eg8e7 fe ff... CALL <EXTERNAL=>: :open =
v i# Data Types A \ 00400629 89 45 fc MOV dword ptr [REF + local_c],EAX - <% T,
» # BuiltinTypes 0040062c 48 8d 4d fO LEA RCx=>local 18, [RBP+ -0x10] v —
- go fd b -7 LS le Decompile: main l Byges: er o
emfd.exe —
> ﬂ generic_clib_6 'i N =g x
<« VARES \
el |6 Click to switch
@| 0040060d main | PUSH RBP |—
odeBro ghid pro 0 d
File Edit Analysis Graph Navigation Search Select Tools Window Help
H e-=» BBRER JIDULFREVYEB- @8 oo | /R DG.0B® 13| @

I@gmmt.. il & x

v &5 emfd.exe A

.got

.dynamic

jer v
<~ >

e — i

Program Tree x

[_>F

frame_dummy |4

» [ Functions
» @ Labels
» (I Classes

v
1( } 'P

IE{{S)gmbolTree Bl ™%

Filter:

@é’taTypeMan... v X
- g IN
=

v ji® Data Types A
» & BuiltinTypes

s ¥ a0 <[[EEEXEI 4 ae f ax
: | Hex
LAB_00400608 I 31 ed 49 89 d1 Se 48 89 e2 48 83 e4 O Q}54 49 A
00400608 €973 ff ff... WP register_tm_clones c7 cO fO 06 40 00 48 c7 c1 80 06 40 00 43 c7 c7 [
0d 06 40 00 e8 a7 ff ff ff f4 66 of 1f 44 00 00
I b8 57 10 60 00 55 48 2d 50 10 60 00 48 83 f8 Oe
KA AR A AR AR KKKk o 48 89 e5 77 02 5d c3 b8 00 00 00 00 48 85 cO 74
’ FUNCTION f4 5d b 0 00 00 00 00
FRAA AR AR KA AR A KKK AR bg 50 1 . 04301f803)
undefined _stdcall main(void) 48,89 blnary L doragidle
undefined AL:1 <RETURN> | 75,02 3 2 74 4 5d 48
daTiaad SiaekliOxc] A localc ) 89 c6 bf 50 10 60 00 ff e2 Of 1f 80 00 00 00 00
= I 80 3d 85 0a 20 00 00 75 11 55 48 89 e5 e8 7e ff
ff ff 5d c6 05 72 0a 20 00 01 f3 c3 of 1f 40 00
X 48 83 3d 38 08 20 00 00 74 le b8 00 0O 0O 00 48
Clbaimnel Skacklzoslall lagel 18 85 cO 74 14 55 bf 20 Oe 60 00 48 89 e5 f dO 5d
e9 7b ff ff ff of 1f 00 e9 73 ff ff ff 55 48 89
main e5 48 83 ec 10 be 00 00 00 00 bf 10 07 40 00 b8
00 00 00 00 e8 e7 fe ff ff 89 45 fc 48 8d 4d foO
8b 45 fc ba 05 00 00 00 48 89 ce 89 c7 h8 00 00
0040060d 55 PUSH RBP 00 00 e8 99 fe ff ff 48 8d 45 f0 ba 05 00 00 00
0040060e 4889e5 MOV RBP, RSP 48 89 c6 bf 01 00 00 00 b8 00 00 00 00 e8 Se fe
00400611 4883ec 10 SUB RSP, 0x10 ff ff 8b 45 fc 89 c¢7 b8 00 00 00 00 e8 S5f fe ff
00400615 be 00 00 00 ... MOV ESI, 0x0 ff c9 ¢c3 66 2¢ Of 1f 84 00 00 00 00 00 Of 1f 0O
0040061a bf100740.. MOV EDI=>DAT_00400710,D4 _ 41 57 41 89 ff 41 56 49 89 f6 41 55 49 89 d5 41 |
0040061f b8 000000 ... MOV EAX, OX0 E 54 4c 8d 25 78 07 20 00 55 48 8d 2d 78 07 20 00 y
00400624 eg8e7 fe ff... CALL <EXTERNAL=>: :open = - o d»
00400629 8945 fc MoV dword ptr [REP+ locall Start: 004... End: _elfSection... Offset: 000... Insertion: 004...
0040062c 488d 4d fo LEA RCX=>local 18, [REBP+|¥ »

- v ile: main x ] Bytes: emfd.exe x | 0% Defined Str. *
> [Boemfd.exe ‘ = P J yt lm
» @ generic_clib_6 'i N a4 x
-« S - Z ! » _‘
Filter: )
@ | 0040060d main PUSH RBP [




Kitsune, "Ghidra” (Ghidorah), a virtual monster, looks
amazing in the opening screen.
It looks like it’s going to do something bad.

Reverse engineering itself involves stealing the contents of
a developed program, you know. But here, it is used to
analyze malware, learn how it works, and protect your PC.

In "Episode 30,” we will study emfd.exe using "Ghidra.

Translated at DeepL
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